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Network-Centricity

• USA: Network-centric Warfare

• UK: Network-Enabled Capability

• Commercial: Self-organising Economy

• Drivers, need to:

– respond to realities:

• anytime, anywhere, anywho, anywhat;

– be able to work with 'come-as-you-are' partners;

– exploit military, government and commercial links;

– deal with complexity and uncertainty;

– be agile, flexible and 'ahead of the game'.

1. Context
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Network-Centricity - Requirements (1)

• Robustness: maintain effectiveness across a range of 

tasks, situations, and conditions

• Resilience: recover from or adjust to misfortune, 

damage or a destabilising perturbations

• Responsiveness: react to a change in the environment 

in a timely manner

• Flexibility: employ in multiple ways to succeed and the 

capacity to move seamlessly between them

1. Context
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Network-Centricity - Requirements (2)

• Innovation: do new things and the ability to do old 

things in new ways

• Adaptation: the ability to change work processes and 

the ability to change the organisation

• UK Themes - operational and technical:

– Shared awareness; flexible working; agile mission 

groups; rapid team formation; synchronised effects;

– Full information availability; resilient information 

infrastructure; fully networked support (including to 

mobile users).

1. Context
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Axioms for Net-centricity

• Complex adaptive systems (CAS)

• Open (unbounded) with distributed elements

• Heterogeneous, where fixed standards and 

procedures cannot be mandated

• Uncertain, with ever-changing membership, events 

and interactions

• Diverse, consisting of:

– environments spanning realspace, cyberspace and 

mindspace - in the past, present and future;

– societies of biological, software and hardware 

entities and their artefacts.

2. Implications
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Myths

• Myth 1: Deterministic approaches apply

• Myth 2: Boundaries can be defined

• Myth 3: Systems engineering is a suitable tool

• Myth 4: Emergent phenomena are destructive

• Myth 5: We can turn it off

• Myth 6: The military won't accept uncertainty

2. Implications
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The Challenge

• Features of Net-centric environments:

– diverse, open, heterogeneous, peer-to-peer;

– no central control or fixed structure;

– always active, always connected (somewhere);

– complexity and uncertainty are embraced;

– run-time adaptive and evolving.

• Hypothesis:

– Net-centric security behaviours are collective, 

emergent properties which can be influenced 

and exploited by run-time tools.

2. Implications
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Emergence and Self-organisation (1)

• A definition: Tangible or intangible patterns that persist 

over time - even though the generators of the patterns 

are continually changing.

3. Addressing the Challenge

" ... the crowd panicked ..."

" ... the ants swarmed over 
the bird and dragged it ..."
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Emergence and Self-organisation (2)

• Necessary features:

– A substrate;

– Components, which:

• have sensors and effectors;

• are 'connected' in some manner;

– Interactions;

– Local 'rules' and environmental templates;

– Activation over time.

3. Addressing the Challenge
Emergence and complexity ...        
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Emergence and Self-organisation (3)

• Factors:

– Irreversible - the 'arrow of time';

– No central control;

– Independence from constituent elements;

– Adaptation of mechanisms over time;

– Increasing structure over time;

– Types of emergence:

• computational;

• observable.

3. Addressing the Challenge
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Emergence and Self-organisation (4)

• Factors:

– Self and non-self;

– Involves observers in a context;

– State, persistence and the manner of manifestation;

– Levels of abstraction:

• exploit accessible, but restricted lower phenomena;

• generate freer, novel, higher-level phenomena.

3. Addressing the Challenge
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4. Approaches

The Net-centric Environment

• Hypothesis - we can exploit emergence as a tool:

– Net-centric security behaviours are collective, 

emergent properties which can be influenced and 

exploited by run-time tools.

• What T3S are available to employ to meet this goal?

• T3S = Tools, techniques, technologies and strategies
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Design-time Foundations

• Principle - minimise design-time assumptions to 

increase run-time flexibility:

– Separation and loose coupling;

– Exposing interfaces;

– Separation of action from information.

4. Approach
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Run-time T3S

• Principle - provide tools / mechanisms to influence run-

time behaviour, including:

– Adaptable, learning entities;

– Tools which:

• provide a window on the run-time phenomena;

• give the ability to move in real-space, cyberspace or 

mindspace and affect them;

• represent the phenomena in an accessible fashion.

– Strategies for creating useful abstractions and 

meta-structures.

4. Approach
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Run-time Environment - Evolution (1)

• Work with collective indicators:

– eg: Langton's Lambda Parameter

4. Approach
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Run-time Environment - Evolution (2)

4. Approach
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Run-time Environment - Evolution (3)

• Work with Evolutionary Mechanisms:

– Fitness and fitness landscapes

– Population variation

– Downward causation

– Interaction tuning

– Learning

– Social and cultural (eBay, /.)

– Environmental triggers, thresholds and templates ...

4. Approach
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Run-time Environment - Evolution (4)

4. Approach

Adapted from "Swarm Intelligence" by Bonabeau, Dorigo and Therulaz

• Stigmergy

Ant a'

Ant b'

• Templates

Pheromone 
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CoAX CoAX –– Coalition Agents eXperimentCoalition Agents eXperiment
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http://www.aiai.ed.ac.uk/project/coax/http://www.aiai.ed.ac.uk/project/coax/
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Aims (1)

• Show how flexible, timely interaction can be effectively 

mediated by agents - leading to agile C2 and improved 

interoperability

• Show how ease of composition, dynamic 

reconfiguration and proactive coordination of Coalition 

entities leads to adaptive responses to unexpected 

events at 'run-time' - providing robustness in the face 

of uncertainty

5. CoAX
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Aims (2)

• Show how loosely-coupled agent architectures - where 

behaviors and information are 'exposed' to the 

community - are more efficient and effective than 

monolithic programs 

• Show how agent policies and domain management 

help facilitate:

• selective sharing of information between Coalition 

partners - leading to coherent operations

• control of appropriate agent behavior - leading to an 

assured and secure Cyberspace environment

5. CoAX
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CoAX T3S - Design-time Contenders

• Grid computing

• Peer-to-peer (P2P) and distributed computation

• Components

• Wrapping of legacy C4ISR

• Web services 

• Generic information formats (XML, RDF, DAML)

5. CoAX
Components        

Wrapping        
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CoAX T3S - Run-time Contenders

• Agents

• Mobile (code)

• Expressive systems

• Policies and domains

• Integration and self-organisation of fractal entities

• Interaction mechanisms

5. CoAX
Interaction        
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Benefits / Lessons

• Supports achievement of 'command agility' for NCW

• Aids construction of Coalition command systems

• Provides interoperability between legacy / previously 

incompatible systems

• Non-monolithic - efficient, effective and less brittle

• Policies facilitate selective sharing of information and 

control of appropriate agent behavior - leading to an 

assured and secure environment

• Ease of composition and dynamic reconfiguration lead 

to adaptive responses to unexpected events

5. CoAX
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Research Issues

• Characterise / classify emergent phenomena (EP)

• Characterise precursor conditions for EP

• Investigate prediction of EP

• Research run-time trigger / influence tools for EP:

– Extend evolutionary techniques list.

• Try working with abstractions / levels of EP

• Look into other invariants like the Lambda parameter

• Use net-centric warfare / CoAX as a testbed for EP

• Investigate possible application areas

6. Where Next
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Research Issues - Outcomes

• Improved understanding of factors and principles 

involved in exploiting EP as a tool

• Better formal descriptions of the characteristics of EP

• Identification and classification of T3S for influencing / 

exploiting EP

• Construction and delivery of experiments to 

demonstrate the capability

• Identification of application areas - funding / sponsors

• Stimulation of interest groups - momentum!

6. Where Next
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'Take Home' Points

• Hypothesis: Net-centric security behaviours are 

collective, emergent properties which can be 

influenced and exploited by run-time tools.

• Design-time T3S foundations, run-time tools and 

evolutionary techniques have been identified

• CoAX has been a proof of concept for some 

techniques - could be a testbed for biomimetic security 

based on exploiting emergent phenomena as a force 

multiplier

• Potential is clearly there - need to show it can be 

exploited ...

7. Summary
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'Take Home' Points

• Potential benefits include:

– a way of achieving NCW / NEC

– 'infinite' security

– new modes of ISTAR

– capability for 'nothing' (from emergence comes 

capabilities which don't have to be overtly 

deployed)

– new offensive and defensive capabilities

– others are implied and need to be identified

• And if our opponents get there first? ...

7. Summary
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Questions
Please ...

Email:  PBeautement@QinetiQ.com

Patrick Beautement
E109, QinetiQ Ltd,

Malvern technology Park
St Andrews Road,

Gt Malvern, WR14 3PS

Tel:  +44 (0)1684-89 6057
Fax: +44 (0)1684-89 4389

http://www.tbt.org.ukhttp://www.tbt.org.uk



Just a blank



44

Dimensions of Interaction

'Dumb' delivery
(text reading)

'Tailored' delivery
(based on 

assumptions: which 
site, nature of 

content, filled out 
form, clicked on 

what etc) 

'BLIND' DELIVERY

'Profiled' 
interactions

Rule-based 
interaction 

'trees'

Stereotyped 
(limited) 

interaction

Simulated 
interaction

More emergent 
elements 

(conversation 
'components')

Structured 
negotiation 

(sense of self 
and others, 

employs social 
grooming etc)

Stylised 
Interaction 

(Business-like 
interaction)

INCREASING INTERACTION

As humans: 
'sentient', has 

empathy, 
communicates 
and interacts at 

all levels

Fully committed 
'relationship'

eg: Newsreaders, guides eg: IRC / Avatars

eg: 'Smart' white goods

eg: Entertainment

eg: Digital Assistant and companions

"Intelligent", free enough to take
more than one possible future.

Complex and emergent.

Back       



45Emergence and Other Phenomena

Emergence in
Self-organising
Systems (SOS)

Complex Adaptive
Systems (CAS)
• Artificial life
• Evolutionary computing
• Boolean networks
• Genetic algorithms

Non-linear Dynamic
Systems (NDS)
• Chaos theory
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Physics
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Back       
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External systems

Legacy monolith Top-down 
componentisation

Bottom-up 
componentisation

Wrapper

Wrapping

Back       
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