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Approach - why Agility?

• How organisations are structured and perform can only be determined through an 

understanding of how they:

– wish to behave within environments (increasingly diverse and dispersed) 

– shape, and are shaped, by contexts and challenges (largely unexpected)

• Hence, in engineering and acquiring 'agile capability', we need to:

– Describe (the environment):

• including its components / actors (that the organisations will have to 

operate within) and

• nature (characteristics, stability etc), interactions, interdependencies

– Describe (the organisations):

• the components and internal structures (C2 arrangements etc);

• the behaviours that are required for organisations to achieve their stated 

purpose / interactions with the environment

– Understand and exploit the emergent phenomena …
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Interactions within Environments

Environment

Agile / Edge 
Organisation Adversary

Physical Physical
Cognitive/Social

Cognitive/
Social

Sensors

“Value Landscape”

Sensors

Sensors

Resources

Effectors

Resources

Entity

Own
value

Assessment
of opponent's

value
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Starting Points - 'Controlling' 
Emergence
• Three aspects:

– Top-down - by the 'directing mind', shaping and tuning

– Autonomic - self-adjustment through regulatory mechanisms

– Bottom-up phenomena - emergence and spontaneous-

organisation

• Factors to consider:

– What precursors need to be in place?

– How do we 'grow' the necessary structures / how much do we 

let them emerge?

– How do we deal with the many levels at which interactions 

take place and the degrees of 'coupling' between these 

levels?

* Complex Adaptive Systems - such as Agile Organisations
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Implications - Precursors

• Heterogeneous components with properties which enables them 

to be composed / aggregated in various ways - either on demand 

or spontaneously (cf organisational units)

• Components should have:

– a persistent identity over time supported by learning and adaptation

– the ability to sense, be aware (self and non-self) and reason

– the ability to manipulate resources / artefacts and effect change

– the ability to converse / interact with each other and form relationships 

(persistent over various lengths of time)

– variable degrees of autonomy 

– the ability to respond to external influence (directed or otherwise)

• An environment co-evolved to support such components and their 

interactions and adaptation
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Implications - Growing

• "In future platforms will evolve to organizing efforts involving 

packs or swarms … will become less mechanical and more 

organic … less engineered and more grown .. exerting the power 

of the network and not of the nodes" [p169]

• UK General Sir Rupert Smith talks about having "the ability to organise" 

available to him based on the "interactions which need to occur and the 

relationships that need to be supported".

• Considering how to recover from dislocation / dysfunction is one way to 

understand what is involved in 'growing' Agile Organisations

• Growing should encompass the ability to make smooth transitions 

between forms and structures (purposeful / self-determined or triggered)

• More medicine than engineering
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Implications - Levels of Interaction

• Agile Organizations are, simultaneously a single entity and a 

colony / community / swarm. They will be characterised by:

– interaction networks existing at many levels of abstraction

– a great deal of iteration / causation between the macro and the micro

– many similar classes of interaction - context different in every case

• At any point in the organisation, there will be a 'view from here' 

with its own self-awareness and context:

– peers, sub-structures, super-structures (many emergent) - structure 

arise from dynamic relationships or be based on existing templates / 

patterns

• Challenge is - enabling cohesive, purposeful behaviour across 

the community, whilst simultaneously supporting degrees of 

freedom / adjustable autonomy etc …



Dimensions of Adjustable Autonomy
Potential Actions

Possible Actions

Independently
performable actions
for Actor A

Independently
performable actions
for Actor B

Independently
performable actions
for Actor C

Independently
achievable actions
for Actor A

Independently
achievable actions
for Actor B

Independently
achievable actions
for Actor C

Permitted Actions

Available Actions

Independently
required actions
for Actor A

Independently
required actions
for Actor B

Independently
required actions
for Actor C

Obligated Actions

Example 1: When an 
obliged action is not 
performable, do we 
increase the range of 
performable actions or 
decrease the range of 
obliged actions?

Example 2: How do we 
resolve tensions where 
there is overlap between 
individuals, teams, 
organisations and tasks?  
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How it Used to be (is!)
Run-time SystemAcquisition System

Expected 
Operational 

context

Problem

Solution

Acquisition 
scenario

Requirements

Capabilities

Build

Integrate

Validate

DESIGN-TIME

RUN-TIME

Deploy

Mismatch!

REALITY!
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Model

Design Time Assembly Time Run Time

Dynamic re-
configuration of 

“behaviour”

If not enough

Building Blocks

Assemble and 
Deploy 

integrated 
building blocks

Concepts and 
'Design'

Adaptation 
to 

Operational 
Imperatives

Design 
Techniques

Assemble 
Mechanisms
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Instantiate

Decompose

Design-time
[Engineer]

'Building Blocks':
• Devices
• Equipment
• Procedures
• Basic units

Features:
• Component level
• Objects
• Bounded
• Closed
• Dormant
• Designed

Activate

Reconfigure

Increasing dynamic adaptability

Increasing predictability

Assemble-time
[Build / Structure]

'Functional Units':
• Systems
• Structures
• Interfaces
• Services

Features:
• Individual level
• Capabilities
• Nascent connections
• Open
• Model-able
• Built

Run-time
[Evolve / Influence]

'Enterprises':
• Communities
• Networks
• Interdependencies
• Agents and actors

Features:
• Social level
• Ecosystems
• Adaptive
• Dynamic
• Purposeful
• Grown
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Boundaries Vary - Ability to Change 
…

Design Time Assembly Time Run Time

Software 
Update

Agile Organisation

Design Time Assembly Time Run Time

Software 
Update

'Conservative' Organisation

CHANGE!
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Comms Networks

Design Time Assembly Time Run Time

User Elements

Router Elements

Comms Elements

Primary Means

• Dynamic network 
management

Secondary means

• Re-building (going 
back to assembly-
time)
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Applications and Services

Design Time Assembly Time Run Time

Application

Application 
Server

Primary Means

• Dynamic 
reconfiguration

Secondary means

• Plug and play (Plug 
and play needed for 
software upgrade 
more than agility)
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Organisational Networks

Design Time Assembly Time Run Time

RN

- Individual Ships

RAF

-Single large platforms

-Sub-squadron

Army

-???

RN

- Task Groups

RAF

- Detachments

Army

- Divisions

- Brigades

- Battlegroups

Agile Mission Groups

Primary Means

• Re-tasking

• Re-structuring lines of 
support (resource sharing)

Secondary Means

• Bringing in new elements

• Physically moving existing 
elements

Primary Means

• Construct to meet task??
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Social Networks

Design Time Assembly Time Run Time

• Trained commanders

• Liaison officers

• Command 
networks/structure

• Communities of 
interest

• Informal Groups

• Lines of support

Primary Means

• Dynamic COI’s

• Dynamic lines of support

Secondary Means

• Change to command 
networks / structures
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Challenge 
Space of 

Potential
Operational 

contexts

?

?
?

?

Problem Space

Solution Space

Run-time SystemAcquisition System

Responding to the Challenge space

Adapt

Build and 
Assemble

Characteristics 
of acquisition

(Functional) 
Requirements

Capabilities

Non-functional 
Requirements

Integrate and 
experiment

Collective training 
(putative deployments) 

+ Tech experiments

Validate

Deploy

DESIGN-TIME

ASSEMBLE-TIME

RUN-TIME

ADAPTATION

REALITY!
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Summary / Way Ahead

• Agility* is essential to enable operational adaptation:

– The world is increasingly 'joined up' - boundaries between 'us' 

and 'them' are blurred

– 'Competition' is more diverse and dispersed - the unexpected 

should be expected - we need to be able to adapt!

• We should increase our understanding of the demands and 

benefits of agility and the systemic aspects of organisations:

– Characterise potential challenge spaces

– Build up Design, Assemble, Run-time concepts and 

mechanisms

– Carry out experimental campaigns

• Begin to consider actively exploiting emergent phenomena
* Agility includes: robustness, resilience, responsiveness, flexibility, innovation, adaptation.
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Associates and Partners

• Neil Briscombe / Mike Kirton - D3C (Dynamic, Dependable 

Distributed Computation)

• David Allsopp - DIF DTC (Data and Information Fusion DTC)

• Zoe Lock - A3T (Adaptive Agents for Agile Teamworking)

• Institute of Human and Machine Cognition, Jeff Bradshaw

– http://www.ihmc.us

• BT, Robert Ghanea-Hercock / Santa-Fe Institute - ARCS 

(Adaptive and Resiliant Computing Security):

– 2002: http://discuss.santafe.edu/defense/agenda

– 2003: http://discuss.santafe.edu/bnadaptive/

– 2004: http://www.arcs-workshop.org/
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Questions?

Anthony Alston

Tel: 44 (0)1684 897416

Email: ajalston@qinetiq.com

Patrick Beautement

Tel: 44 (0)1684 896057

Email: pbeautement@qinetiq.com

Lorraine Dodd

Tel: 44 (0)1684 896135

Email: ldodd@qinetiq.com

QinetiQ Ltd.,
Alan Turing Building,
Malvern Technology Park,
St Andrews Road,
Malvern, Worcs. WR14 3PS.
UK.





2. The Confrontational 
Environment
The multi-actor environment

Sensing and changing the environment
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Value Landscape

Parameter 
Z

a
c

c

b

Parameter 
X
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“Levers and Gauges Diagram”

Actions

f(x)

f(y)

Value
(friendly force –
friendly derived)

Value
(adversarial force 
– friendly derived)

Environment
Effects

Model of the 
environment
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Environment model

Conflict 
Environment

Force 1

Force 2

Value 
System

Value 
System

Traditional Model

Two 
attritional

forces

Same Value 
system

The Confrontational Environment

- The Multi-actor environment
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Both within the 
real world with 
links and 
potentially 
overlapping 
components.

Environment model

Conflict 
Environment A

Conflict 
Environment B

Force 1

Force 2

Value System 2-1 Value System 2-2

Value System 1-1 Value System 1-2

New Environment 
Model

Conflict 
Environment

Force 1

Force 2

Value System

Value System

Traditional Model

Two 
attritional

forces

Two 
attritional

forces

Same Value 
system

Same Value 
system

The Confrontational Environment

- The Multi-actor environment
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Example

Conflict 
Environment A

Conflict 
Environment B

Force 1

Force 2

Value System 2-1 Value System 2-2

Value System 1-1 Value System 1-2

9/11 attack on 
Twin Towers

US lead 
Coalition attacks 

Afghanistan

To stop this

The Confrontational Environment

- The Multi-actor environment
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Complex Environment Model

Conflict 
Environment A

Conflict 
Environment B

Conflict 
Environment C

Actor 2 Actor 3 Actor 5

Actor 7 Actor 8 Actor 9 Actor 
13

Actor 
14

Actor 
11Actor 

10

Actor 6

Actor 1
Actor 4

Actor 
12

Value System 1.1

Value System 2.1

Value System 2.2

Value System 3.1

Value System 5.1

Value System 4.1

Value System 5.2

Value System 6.1

Value System 7.1

Value System 8.1

Value System 9.1

Value System 
10.1

Value System 
11.1

Value System 
12.1

Value System 
13.1

Value System 
14.1

V. S. 
2.2.1

V. S. 
2.2.2

V. S. 
2.2.3

The Confrontational Environment

- The Multi-actor environment
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Sharing the 
environment:

Strong alignment of 
Value Systems

Federation with a common 
cause:

Very weak alignment of Value 
Systems

Coalition of the 
willing:

Very strong alignment of 
Value Systems

Complex Environment Model

Conflict 
Environment A

Conflict 
Environment B

Conflict 
Environment C

Actor 2 Actor 3 Actor 5

Actor 7 Actor 8 Actor 9 Actor 
13

Actor 
14

Actor 
11Actor 

10

Actor 6

Actor 1
Actor 4

Actor 
12

Value System 1.1

Value System 2.1 Value System 3.1

Value System 5.1

Value System 4.1

Value System 5.2

Value System 6.1

Value System 7.1

Value System 8.1

Value System 9.1

Value System 
10.1

Value System 
11.1

Value System 
12.1

Value System 
13.1

Value System 
14.1

Value System 2.2

V. S. 
2.2.1

V. S. 
2.2.2

V. S. 
2.2.3

The Confrontational Environment

- The Multi-actor environment



Dimensions of Adjustable Autonomy
Potential Actions

Possible Actions

Independently
performable actions
for Actor A

Independently
performable actions
for Actor B

Independently
performable actions
for Actor C

Independently
achievable actions
for Actor A

Independently
achievable actions
for Actor B

Independently
achievable actions
for Actor C

Permitted Actions

Available Actions

Independently
required actions
for Actor A

Independently
required actions
for Actor B

Independently
required actions
for Actor C

Obligated Actions

Example 1: When an 
obliged action is not 
performable, do we 
increase the range of 
performable actions or 
decrease the range of 
obliged actions?

Example 2: How do we 
resolve tensions where 
there is overlap between 
individuals, teams, 
organisations and tasks?  
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Emergence and Self-organisation

• A definition: Tangible or intangible patterns that persist over 

time - even though the generators of the patterns are 

continually changing.

" ... the crowd panicked ..."

" ... the swarm got
the bird and dragged it ..."



Emergence and Self-organisation

• Certain well-understood conditions have to be met before 

emergent phenomena will be manifested:

– substrate, components (with sensors and effectors), loose 

coupling / level of connectedness, interactions and 

relationships, local rules and templates, plasticity,  integration 

and activation

• Emergent phenomena display certain characteristic 

features:

– Lack of central control, role of abstraction and observer, 

irreversible, component-independent, adaptation, unbounded 

(self and non-self), persistence over time, increase in structure

• Emergent phenomena can be influenced by altering 

aspects of the conditions and features above, plus:

– monitoring 'gross indicators', shaping unfitness and fitness 
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Implications - Shaping and Tuning (1)

• P2E asserts that there will be no single locus of command for 

Edge Organizations and that leaders will emerge

• We assert that in addition there will be a 'controlling mind' working 

with the self-organisation etc. That mind (and the leaders) will 

want to manipulate various 'levers' and phenomena to shape and 

influence, to:

– set context and purpose (shared intent)

– shape organisational structures, force mixtures and allocate power

– tune interactions and relationships, degrees of freedom (clamp etc)

– alter priorities, constraints, authorisations, obligations, incentives etc

– foster repair and recovery

• How should Edge Organisations operate so that they 'expose' the 

necessary levers?

• Will self-regulatory mechanisms and emergent phenomena be 
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Implications - Shaping and Tuning (2)

• P2E also asserts that "control is not something that can be 

imposed on CAS but rather emerges from influencing the 

behaviours of independent agents"

• Work with the mechanisms of CAS / emergence (see 

previous) …

• Environmental triggers, thresholds and templates:

– triggers: setting what is to be considered as significant in the

environment

– thresholds: 'irritability', tolerances, eg: ROE

– templates: SOPs and procedural approaches to control
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Implications - Shaping and Tuning (3)

• Work with the mechanisms of CAS (cont'd) …

• Unfitness and fitness landscapes (including opponents etc):

– what do we value? where is our comfort zone?

– effects-based: push the opponent to where they are mal-

adapted

– can we change the operational environment to coerce other 

actors?

• Population variety / diversity:

– set our force mix, decide on degree of specialists / generalists

– destroy key components of the adversary's capabilities (deny 

novelty)

– add / involve other actors to alter the social dynamic

• Learning and adaptation:



Implications - Shaping and Tuning (4)

• Work with the mechanisms of CAS (cont'd) …

• Interaction tuning, relationships and 'social' networks:

– activate 'market forces', create an asymmetric gradient

– reward, social and cultural pressures (altruism - eBay, /.)

– sources of power: Who has it? How did they get it / how do 

they maintain it? How do you take it away? Four main types of 

power:

• Positional Power - ie, rank or authority (from a commander 

to soldier)

• Expert Power - ie, having an expertise which you expect 

the person to exercise (eg doctor, lawyer) probably on 

your behalf  (trust is key)

• Reward and Punishment Power - ie, as incentives or 

otherwise (money, medal, promotion, imprisonment, 
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Implications - Regulatory Mechanisms

• Edge Organizations will be 'autonomic' by definition (self-healing 

and sustaining in the face of damage) and will have regulatory 

mechanisms that respond to the damage / discomfort

• This is not just about homeostasis:

– not just about the 'nature of the kicking', its about the effect of it

– it is also about boundary between self and non-self

– is about having form and purpose (and knowing that you have it)

– it is also about 'receptivity' to damage, assessing what it will do to 

your unfitness (local and global) as an being a trigger for response

• Response and repair involves having reversionary modes 

available and an appropriate 'level of the fight' in the context of 

the repair:

– it involves some notion of how the effects of the damage might 

propagate and adapting or invoking 'imprinted' behaviours

– it involves having agility (buffers / ‘fly-by-wire’) and capacity
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Implications - Regulatory Mechanisms

• What types of interactions are possible, in which domains 

and for what purpose (because there are 

interdependencies)?

• Agility in part comes from the ability to make and break 

relationships on-the-fly; determined by plasticity and 

degrees of freedom and the required cohesion:

– Partly set by controlling mind [RS list]

– Partly determined by nature of components and their 

'interfaces':

• hard wired based on IERs

• dynamically discovered at run-time

• determined by circumstance locally (mission command)

• Relationships will be built from sustained interactions over 

Interactions and Relationships
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Implications - Regulatory Mechanisms

• Four main types of relationships:

– Complementary: Separate and discrete activities – i.e. 
concurrent activities without direct interdependencies (both 
acting towards the greater good)

– Co-ordinated: Independent but linked through shared 
artefacts or through a common metrics space.  

– Coherent: Acting coherently, in concert with mutual 
orientation in the same part of the environment and sharing 
the same feedback.

– Connected: Behaving as if they were a single entity for some 
period of time (reduced degrees of individual freedom are 
traded off against being able to wield greater collective 
potential).  

• NB that building and maintaining these relationships 
requires different amounts of time, effort, energy and 
commitment

Degree of Coupling / Connectedness
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Generation of Intent

Type 1

Commander

Sub-ordinates

• Single Commander who ‘generates’ the intent.

• Intent is shared with sub-ordinates.

• No single sub-ordinate has total intent.

• Single Operational Commander.

Type 2

Peers
• A number of peer commanders have their own intent.

• Parts of their intents are to achieve a common goal.

• These parts go up to make a shared intent that no one 
person owns.

• Consensus / compromise between peer groups.

Type 3

Peers
• Each individual commander has an intent.

• Each individual intent is combined with the others to 
form a single intent that is shared - Edge Organisation.

• Self-synchronisation.
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Implications - Regulatory Mechanisms

• What is the scope of what is being regulated? (local / 

global):

– what resources do you have?

– what is your degree of tolerance / resilience?

– how closely do you have to regulate?

– as part of regulation, how expendable are:

• the individuals:  you / they? (can you partition us from 

them?) 

• the team / infrastructure?

• the tasks?

• may have to be a command decision

• Patterns (rules and templates) help with regulation:

– fall back to known defined behaviours
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A Spectrum of Mechanisms

Fully Constrained Fully UnconstrainedMixed

Totally EdgeTotally Hierarchical “Agile”

Hard-wired 
traffic lights

(60 seconds on 
40 seconds off)

‘Automated’ traffic lights

(Sense traffic and react 
according to traffic 

densities)

‘Automated’ traffic lights, 
but with some steady states

(Sense traffic and react 
according to traffic 

densities, but occasionally 
resort to a number of pre-

defined configurations)
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A Spectrum of Mechanisms

Fully Constrained Fully UnconstrainedMixed

Totally EdgeTotally Hierarchical “Agile”

Hard-wired 
traffic lights

(60 seconds on 
40 seconds off)

‘Automated’ traffic lights

(Sense traffic and react 
according to traffic 

densities.)

‘Automated’ traffic lights, 
but with some steady states

(Sense traffic and react 
according to traffic 

densities, but occasionally 
resort to a number of pre-

defined configurations)

Designed to meet 
a single, highly 

stressed situation 
in the local 

environment.

Will constantly 
adjust to keep 
traffic flowing.

Will constantly adjust to 
keep traffic flowing,  but 

recognises specific 
situations in the 

environment and reverts 
to one of a number of 

pre-defined 
configurations.

Great at rush-hour 
but awful at all 

other times.
At times system 
may enter areas 

of instability.

‘Edge-ness’ is the 
norm, with pre-

defined 
configurations 
used in difficult 

situations.
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Implications - Phenomena

• Edge Organizations are complex adaptive systems so various 

phenomena will arise spontaneously / be manifested:

– attractors, emergence, reverberatory structures, catastrophe 

landscapes, co-evolution

– I would assert that these are essential to the way that Edge 

Organisations will function and, as such, are not optional add-ons

• Key dimensions of agility [p128] are all emergent: robustness, 

resilience, responsiveness, flexibility, innovation and adaptation

– There is no such thing as static agility - so where are our tools and 

methodologies for dynamic systems? [See paper]

• Our knowledge of how to proactively employ / influence 

emergence is minimal - yet edge-ness seems to demand it …
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Implications - Phenomena

• Substrate [not edge-specific]:

– the environment supports 'coupling' between the actors / 

entities / artefacts - it is only through the coupling that 

interactions can be sustained such that emergence is 

manifested

– in edge terms, the physical world is the substrate 

(encompasses cyberspace and cultural aspects and other 

abstractions)

• Components:

– anything capable of interacting - in the edge context:

• devices, software entities

• people, operating units, multiple operating units, 

communities, nations

– components are expendable (swarm etc) their individual 

Substrate and Components
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Implications - Phenomena

• Attractors: in edge nothing is stable for long, attractors are more 

likely in the more static parts of the organisation (learning and 

effective templates convergence of procedures,  complacency, 

mal-adapted habits etc)

• Emergence: as before plus - law of unintended consequences 

(cascades of effects), swarms, flocks and mobs, self-organisation 

and stability despite uncertainty (repeating and persistent 

behaviours)

• Reverberatory structures: these remain after the trigger has gone 

- panic / 'headless chicken' mode (self-inflicted denial of service 

attack), alertness following some indicator, self-sustainment  

• Co-evolution: with the opponent (as in trench warfare), with the 

environment (battlefield smoke triggering rain), with self (learning)

• Catastrophe landscapes: change forced by endless increase in 
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Implications - Phenomena

Class 2
(Periodic)

Class 4
(Complex)

Class 1
(Fixed)

'Information'
frozen

Class 3
(Chaotic)

'Information'
escapes

C
O

M
P

L
E

X
IT

Y

High

Low

λ0.0 1.0

Langton's Lambda Parameter
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Realities (1)

• Specifying precursors not an exact science

• Growing is mix of top-down controlling hand working with [well 

understood] bottom-up self-organisation

• Various phenomena will arise - are they ephemeral or a 

necessary part of the functioning of Edge?

• Regulatory mechanisms, built on appropriate precursors and able 

to sense discomfort, will be at work to enable 'autonomic' 

behaviour:

– they may self-organise and / or be imposed 

– there may be legal implications for self-regulation

• Understanding the complex multi-layered networks of different 

types of relationships and interactions that are implied is a key 

challenge …

– especially in terms of how they interact and create secondary etc 
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Realities (2)

• We know you can shape overall behaviour but what 'handles' 

must be exposed by Edge Organisations as means of influencing 

performance:

– can you enable them on demand, are they designed, do they grow?

– exploiting emergence is certainly one positive strategy that we will 

need to use more effectively

– for self-regulation, the organisation will need to be able to manipulate 

itself

• Most representations do not give the sense of the iterative, 

dynamic and multi-level nature of fully operating Edge 

Organisations - the lack of understanding of these networks of 

networks is a risk

• The issues of self and non-self (frontiers etc) for Edge 

Organisations are so poorly understood that this lack of rigour is a 

serious risk
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Observations

• Edge Organisations de-facto complex adaptive systems

• Emergent phenomena will be displayed

• Many mechanisms available for affecting emergence

• Good commanders already employ many of these 

mechanisms (because conflict is human-centred and 

largely 'natural')

• Need to develop overall model or CONOPs:

– improve understanding of how these various run-time 

strategies can be combined in an additive fashion

– extend current systems approaches (which tend to eradicate 

or clamp the freedoms on which emergence thrives) - change 

emphasis from design-time engineering to enabling run-time 

adaptability
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AT119, Malvern Technology Centre,AT119, Malvern Technology Centre,
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Tel:  +44 (0)1684Tel:  +44 (0)1684--89 605789 6057
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Briefing available from http://www.tbt.org.uk/
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